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1 Description

These Application Notes describe the steps necessary for configuring Session Initiation Protocol (SIP) Trunk Service
for an enterprise solution using Avaya IP Office Release 9.0 to interoperate with Nextiva SIP Services (NextOS).

In the sample configuration, the Avaya IP Office solution consists of Avaya IP Office (hereafter referred to as IP
Office) 500v2 Release 9.0 and various Avaya endpoints, including Avaya IP Office Video Softphone, Avaya Flare®
Experience for Windows, and Avaya desk phones, including SIP, H.323, digital, and analog.

The Nextiva SIP Trunking Service referenced within these Application Notes is designed for business customers.
Customers using this service with the Avaya IP Office solution are able to place and receive PSTN calls via a
broadband WAN connection using the SIP protocol. This converged network solution is an alternative to traditional
PSTN trunks, such as analog and/or ISDN-PRI trunks. This approach generally results in a lower cost for the
enterprise.

2 Avaya IP PBX Configuration

Avaya IP Office is configured through the Avaya IP Office Manager PC application. From the Avaya IP Office Manager
PC, select Start > Programs > IP Office > Manager to launch the application. A screen that includes the following
may be displayed.

WELCOME to IP Office Administration

What would you like to do?

Create an Offline Configuration

Open Configuration from System

Read a Configuration from File

Select Open Configuration from System. If the above screen does not appear, the configuration may be
alternatively opened by navigating to File > Open Configuration at the top of the Avaya IP Office Manager window.
Select the proper Avaya IP Office system from the pop-up window and log in with the appropriate credentials.

The appearance of the IP Office Manager can be customized using the View menu. In the screens presented in this
document, the View menu was configured to show the Navigation pane on the left side, omit the Group pane in the
center, and show the Details pane on the right side. Since the Group pane has been omitted, its content is shown as
submenus in the Navigation pane. These panes (Navigation, Group and Details) will be referenced throughout the
Avaya IP Office configuration. All licensing and feature configuration that is not directly related to the interface with
the service provider (such as twinning and IP Office Video Softphone support) is assumed to already be in place.

In the sample configuration, the MAC address 00E00706530F was used as the system name.

= All navigation described in the following sections (e.g., License > SIP Trunk Channels) appears as submenus
underneath the system name 00E00706530F in the Navigation Pane.
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3 Licensing and Physical Hardware

The configuration and features described in these Application Notes require Avaya IP Office to be licensed
appropriately. If a desired feature is not enabled or there is insufficient capacity, contact an authorized Avaya sales
representative.

To verify that there is a SIP Trunk Channels License with sufficient capacity; click License in the Navigation pane.
Confirm a valid license with sufficient Instances (trunk channels) in the Details pane.

Note that the full License Keys in the screen below is not shown for security purposes.

IP Offices
# R BOOTP (3) License | Remote Server
+ i+ Operato ) B
= < ODEDO706530F License Mode  License Normal
v = Systemn (1)
B4 Line (3) PLDS Host ID 111309
4= Control Unit (4)
+ @ Extension (37) - .
8 User(32) Feature License Key Instances Status Expiry Date Source
: E g;g‘r‘fég; e 65) Small Office Edition VCM (c.. 2KOT8F6LVX4L. 255 Obsolete Never ADI Nodal
@ Service (0) Small Office Edition WiFi eAWWB3IZVO., 255 Obsolete Never ADI Nedal
4 [Rn‘ig#m Call Rote () IPSec Tunnelling MIKenXtMKys.. 255 Valid Never ADI Nodal
AY
WAN Port (0) Proactive Reporting ttDp8nbsING... 255 Valid Mever ADI Nodal
o %ﬁ:ﬁgﬁﬁ?m} Report Viewer Tvct73mdgdGt.. 255 Valid Never ADI Nodal
¥ @ Firewall Profile (1) Maobility Features OICIuRgHvEOxL. 255 Obsolete Never ADI Nedal
¥ E EE RU::E “e o Advanced Small Communit.. DaQN7VesvUl.. 255 Obsalete Never ADI Nodal
% License (74) IP500 Voice Networking Ch.. T39BkgBXvdba.. 235 Valid Never ADI Nodal
0 unnel U "
1 B User Rights (8) IP500 Upgrade Sland.ard to.. QaHgn?ﬁ\.@;GC... 255 Obs_olete Newver ADI Nodal
¢ ARS (1) IPS00 Voice Networking Ch.. JaHLHAVEXD.. 4 Valid Mever ADI Nodal
« RAS Location Request (0) || ['spp Trunk Channels 130QzGBYDUsc.. 255 Valid Never ADI Nodal |
& Location (0)
VPN IP Extensions @qm3fOoR5S5_.. 255 Obsolete Newver ADI Nodal

To view the physical hardware comprising Avaya IP Office, expand the components under the Control Unit in the
Navigation pane. In the sample configuration, the Avaya IP Office 500v2 is equipped with analog and digital
extension expansion modules, as well as a VCM64 (Voice Compression Module) for supporting VolP codecs.

= An Avaya IP Office hardware configuration with a VCM component is necessary to support SIP trunking.

To view the details of the component, select the component in the Navigation pane. The following screen shows the
details of the IP 500 V2.
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IP Offices

IP 500 V2

#- R BOOTP (3)
tl-¢# Operator (3)
= 00E00706530F
% System (1)
#-14 Line 3
=1|“= Control Unit (4)
“= 2 VCM64/PRID U
= 3 PHONES
= 6 DIG DCPx16 V2
+-4p Extension (38)
o-f User32)
+-38 Group (1)
#-9% Short Code (65)
o Service (0)
+-oly RAS (1)

- Incoming Call Route (2)

& WAN Port (0)

@ Directory (0)

£ Time Profile (0)
+ @ Firewall Profile (1)
+- [l IP Route (5)

& Account Code (0)

R License (74)

@ Tunnel (0)
o83 User Rights (8)
©-'¢ ARS (1)

@ RAS Location Request (0)

8 Location (0)

Unit

Device Number

Unit Type

Version

Serial Number

Unit IP Address
Interconnect Number

Module Number

1

IP 500 V2

9.0.300941

e

172.16.5.60

0

Control Unit

4 System Tab Configuration

Configure the necessary system settings. In an Avaya IP Office, the LAN2 tab settings correspond to the Avaya IP
Office WAN port (public network side) and the LAN1 tab settings correspond to the LAN port (private network side).

System Information - LAN2 Tab

In the sample configuration, the Avaya IP Office WAN port was used to connect to Nextiva. The LAN2 settings
correspond to the WAN port on the Avaya IP Office 500 V2.

To access the LAN2 settings, first navigate to System > <Name>, where <Name> is the system name assigned to the

Avaya IP Office.

= |n the case of the compliance test, the system name is the MAC address 0OEO0706530F.

Next, navigate to the LAN2 > LAN Settings tab in the Details Pane.

1. Set the IP Address field to the public IP address assigned to the Avaya IP Office WAN port.

2. Set the IP Mask field to the mask used with the public IP address. All other parameters should be # set to
default or according to customer requirements.

3. Click Ok to commit (not shown).

IP Offices

& & BOOTP (3)
+ ¢+ Operator (3)
= DOE00T06530F

14 Line (3)

+== Contral Unit (4)
+-4 Extension (37)

£ User (32)

+ R Group (1)

+ 9% Short Code (65)

@ Service (0)

t ok RAS (1)
+§2 Incoming Call Route (2)
'WAN Port (0)

& Directory (0)

7 Time Profile (0)
@ Firewall Profile (1)
H 1P Route (8)

& Account Code (0

. License (74)

W Tunnel (0)

#5 User Rights (8)

+ ¢ ARS (1)
# RAS Location Request (0)
i Location (0)

00E00706530F

system | Lant [ LaN2 | DNS | voicemail | Telephony | Directory Services | system events| sm1p | sMOR | Twinning [vem [ ccr [ codecs | accs

LAN Settings |ValP

Metwork Topology
IP Address 192 . 188 . 157 . 186
IP Mask 255 . 255 . 255 . 192
Primary Trans. [P Address Q 0 0 L]
Firewall Profile <Nonex>
RIP Mode :None
Enable MAT

Number Of DHCP IF Addresses |1

DHCP Mode

Server Client

Dialin @ Disabled

Advanced
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System - LAN 2 - VoIP Tab

On the VolP tab in the Details Pane, configure the following parameters:

1. Check the SIP Trunks Enable box to enable the configuration of SIP trunks.
2. The RTP Port Number Range can be customized to a specific range of receive ports for RTP media.

6|Page

Do not specify Nextiva SIP Ports in this area. SIP Ports are not the same as RTP ports and in this case, 5060-5090

should NOT be used.

Based on this setting, Avaya IP Office would request RTP media be sent to a UDP port in the configurable range for

calls using LAN2.

Continue to scroll down the page :

In the RTP Keepalives section, set the Scope to RTP. Set the periodic timeout to 30 and the Initial
Keepalives parameter to Enabled. These settings will cause Avaya IP Office to send a RTP keepalive packet
starting at the time of initial connection and every 30 seconds thereafter if no other RTP traffic is present.
This facilitates the flow of media in cases where each end of the connection is waiting to see media from
the other, as well as helping to keep firewall ports open for the duration of the call.

In the DiffServ Settings section, Avaya IP Office can also be configured to mark the Differentiated Services
Code Point (DSCP) in the IP Header with specific values to support Quality of Services policies for both
signaling and media. The DSCP field is the value used for media and the SIG DSCP is the value used for
signaling. The specific values used for the compliance test are shown in the example below and are also
the default values.

All other parameters should be set to default or according to customer requirements.

Click Ok to commit (not shown).

System - LAN 2 - Network Topology

Avays [P D¥fhice Manager DDEDOTOES30F [9.0.800.965] [Admunistratod Adrmenstrator]]
File Edit View Took Help
IP Offices | = DOEDOTOE53I0F
g EEEIE![]!J System | LAk DN5 | Voicemail | Telephony | Directoay Services | System Everts | SMTP | SMOR. | Tuinning [ veM | €CR | Codecs | aCcs
< POEMITOGSI0F LAN Settings nmmTopmw
5 Symtem (1)
& DOECOMOESIE RTR
T4 Line () . Puost Mumber Range
Control Unnt (1)
iy Extendicn [3T) Minimum 485 Masmusm 33246
S User32)
5B Group (1) Pt Mumnbaer Range (MAT)
=B Shoet Code B5)
@ service ) Khanirmsum 45152 T —_— 3046
oy RAS 1)
Incoming Call Rowte (2) | Enable RTCP Monitoring on Port 5005
WAN Port 1) Keepalres
“m Directony 9]
£ Tiene Predile (3] Seope RTP = | Pensdhic birmeeat
-l Farewall Prefile (1)
- Jll 1P Route (§) Initial leepalioes Enabled -
i Account Code (0)
W License (T4)
W Tunnel {0}
d i.\r' User Rights ) DiffSery Settings
i ARS 1) - . . -
# RAS Location Reguet ) B T DSCPMHe) B = Video DSCP{He) FC > DSCP Mask (Hey 58 = SIG DSCR (Hed)
5 Location 0]
& - DSCP 46 = Video DSCP 63 T DECP Mask M il et
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On the Network Topology tab in the Details Pane, configure the following parameters:

1. Select the Firewall/NAT Type from the pull-down menu that matches the network configuration. Since no
firewall or network address translation (NAT) device was used between the Avaya IP Office and the
Nextiva, the parameter was set to Open Internet.

2. Set the Binding Refresh Time (seconds) to a desired value, the value of 300 (or every 5 minutes) was used
during the compliance testing. This value is used to determine the frequency that IP Office will send
OPTIONS heartbeat to the service provider.

3. Set Public IP Address to the IP address of the Avaya IP Office WAN port.

will listen.

In the Public Port section, next to the transport protocol UDP, select the UDP port on which Avaya IP Office

5. All other parameters should be set to default or according to customer requirements.

Click Ok to commit (not shown).

1P Offices |E

3R BOOTP (%)

511 Lne ()
Control Unit (4)

-y Estermion (37)

5 User B

# R Group 1)

w9 Short Code (55)

1)
o s Incoming Call Route (2)
'WAN Port [0)
o= Deectory [0)
£71 Time Profile 0]
& @ Firewall Profile (1)
Wl P Route (5]
& fccouen Code )
W Licerse (74)
6 Tunnel )
-l User Rights ()
wF ARS )
o BAS Location Request 1)
9 Location 1)

sytem [Latu [L02Jows

ks o2

Network Topology Discovery

STUN Server Address.

699016813

STUN Port

Firewsl/NAT Type
Binding Refresh Time (seconds)

Public 1P Address.

Open Internet
300

182 168

157

Run STUN

Public Port
uop
=]

ns

5060
5060
0

Run STUN on startup.

UM

Can.

el

Voicemail | Telephany | Directoey Senvices | System Events | SMTP | SMOR | Twinning [ veM | ccR | Godecs | accs

NOTE: In the compliance
test, the LAN1 interface was
used to connect the Avaya
IP Office to the enterprise
site IP network (private
network). The LAN1
interface configuration is
not directly relevant to the
interface with the Nextiva
SIP Trunk Service, and
therefore is not described

System - Telephony Tab

in these Application Notes.

To access the System Telephony settings, navigate to the Telephony > Telephony tab in the Details Pane.

1. Uncheck the Inhibit Off-Switch Forward/Transfer box to allow call forwarding and call transfer to the
PSTN. If for security reasons incoming calls should not be allowed to transfer back to the PSTN, then leave
this setting checked. All other parameters should be set to default or according to customer requirements.

2. Click OK to commit (not shown).

IP Offices | = Q0E0OTO6530F
iR BOOTP () temn | LaML |Lanz [ons | vescemail| Tetephony | Directory Senvives | System Evensts | sMTP | SMOR [ Twinming | vom [ ccr [ coees [ accs
Oparstor (3)
" ser (3] L |
0 OOEITORSI0F Part-&F-gel Tones & Music | Ring Tenes | 54 | CallLog | TR
S Sysberm (1) )
=0 OE0T0E530F Analogue Edensions Compandng Law
#-1 4 Line (3] Switch Line
= Coavteol Uit (&) Defwult Cuside Call Seqpaence Mormal \d
-y Exteraion (37) -
e 32) Defpult Inside Call Sequence Fing Type 1 - L ® U-lawline
= Geoup (1
& MR Shert Code (55) Defult Ring Back Sequence Fang Type 2 . " _—
@ service M) Restrict Anslegue Exterdasn Ringer VoRage - auine
vy RAS (1)
Imeeening Call Route (2)
WAN Port i) Diol Delay Time (secs) 3 D55 Status
o Directory {0) ¥ Bt Hold
£ Time Profile () Dial Deley Court 1]
=l Firewall Predile (1) tial By Maene
« [l Eoute (8) Default Mo Answer Time [s2cz) 15 ) h
&m Account Code ) 7| Shew Account Code
W Licerre (4] Hold Timeout (secs) 1]
W Tunesl [0} Eribit O - Swatch Ecrwvard Transfes
. Park Timeout (sees) 300
B User Baghts i#)
Biatrict Network Interconnect
B ARS (1) PFing Delay (sexs) 3
#~ RAS Location Request () Drop Exterrnl Only Impreenptu Conference
B Lecation 0] Call Prigrity Promation Time (secs)  Detabled
‘wirpually Differeniuie Ecierral Call
Default Cisrandy Wl P
b Uriupsnaied Ansleg Tiask Dicanngot Handbag
Defsult Masne Priceity Favvnse Trumikc -
. d ¥ High Quality Confarencing
Media Connection Presenvation Disabded >

£s

Strict SIPS

Digitsl&nalogue Auto Creste User

©2015 NEXTIVA, ALL RIGHTS RESERVED




System - Twinning Tab
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1. Toview or change the System Twinning settings, navigate to the Twinning tab in the Details Pane as shown
in the following screen.

2. The Send original Calling party information for Mobile Twinning box is not checked in the sample
configuration, and the Calling party information for Mobile Twinning is left blank.

3. Click OK to commit (not shown).

Fie Edt  Voew

vaya 1P Office Manager QORDOTORS30F [30.400965] [AdmimatratoriAdmnsstrater] I

Took  Hep

=2 Control Uinit (8)
iy Exterason [37)
o e 3
B Geoup 1)
& BN Short Code (55)
B Service )
w-olly RAS(L)
Imceming Call Boute (2
'WAN Port {0
= Directory &)
£ Turna Prefile 00)
&l Firewall Predile (1)
= [l P Route (8)
m jizcount Code {0
W Licerrie (4]
W Tuneel [0)
£ i User Rights i8)
g ARS (1)
# PAS Lecation Requait (0]
B Lecation 3

System [ LaNL [ Lan2 [ DN | Voscemai | Teephony | Dvectory Services | System Events [ suite [ smipm [Twonins Jvem [ech | Cosecs | aces

Mobile Twinring

Calling party sl semutsan fod

Send original calling party information For Mokile Twirning

System - Codecs Tab

In the Codecs tab of the Details Pane, select or enter 101 for RFC2833 Default Payload. This setting is recommended
by Nextiva for use with out-band DTMF tone transmissions.

For Codec Selection, select the codecs and codec order of preference on the right, under the Selected column. The
example below shows the codecs used for the compliance test. Note that System Default Codec Selection was used
under the SIP Line - VoIP Tab in Section 5.4.5, which corresponds to the codec setting shown here. The list must
include G.711 ULAW, G.711ALAW and G.729(a) which are the codecs supported by Nextiva. Codecs are listed in

preferred codec order (from top to bottom).

#-R BOOTP (5)
#-{# Operator (3)
=% DOENOTOS30F

- Systemn (1)
5 DOEONTOAS30F

#-T4 Line (3)
#-= Contral Unit ()
# 4 Edension (3T)
0d User3)
©-5f Group (1)
9% Short Code (53)

@ Serdce ()
ol RAS (1)

Incoming Call Route ()
WAN Port (1)

=m Directory ()
£ Tirne Profile (0)
@ Firewall Profile (1)
Bl 1P Route (6)
& Account Code ()
e License (T4)
W Tunnel ()
1§ UserRights ()
' ARS (D)
& RAS Location Request (1)
B Location ()

| System |U\N1 | LANZ | DNS |\foic:mall ] Telephony | Directory Services | System Ev:ntal SMTP |$MDR ] Twinning | VM ] CCR MCS

| RFC203) Default Payload

101

Busilable Codecs

&
J 6.1

V] 6722 64K
V] 6.720(s) 8K CS-ACELP
<1 G.123.16K3 MP-MLY

Default Codec Selection
Unused
5,722 64K
G.723.1 6K3 MP-MLO

Selected

G.TI1ULAW 64K
G711 ALAW 64K
G.729(a) 8K CS-ACELP
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IP Routing
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Create an IP route to specify the IP address of the gateway or router where the IP Office needs to send the packets
in order to route calls to Nextiva’s network.

Navigate to IP Route > 0.0.0.0 in the left Navigation Pane if a default route already exists, otherwise, to create the
default route, right-click on IP Route and select New. Create/verify a default route with the following parameters:

=

s w

6

Set IP Address and IP Mask to 0.0.0.0.
Set Gateway IP Address to the IP address of the default router for the public network where Avaya IP
Office is connected.
Set Destination to LAN2 from the drop-down list.
Click the OK to commit (not shown).

7

0.0.0.0°

#-R BOOTP (3)

i# Operator (3)
< 00E00706530F
%9 System (1)
#-T4 Line 3)
= Control Unit (4)
-4 Extension (38)
7§ User32)
428 Group (1)
+-9% Short Code (65)
@ Service (0)
4oy RAS (1)
¥ g Incoming Call Route (2)
WAN Port (0)
= Directory (0)
£ Time Profile (0)

@ Firewall Profile (1)
= |l IP Route (5)

[ 10009]

il 10.10.100

Wl 1721650
A 192.168.100
1l 192163990
&m Account Code (0)
S License (74)
@ Tunnel (0)
+-§3 User Rights (8)
¢ ARS (1)
@ RAS Location Request (0)
% Location (0)

1P Route

1P Address
1P Mask
Gateway IP Address

Destination

Metric

SIP Line Information

A SIP line is needed to establish the SIP connection between Avaya IP Office and Nextiva SIP Trunk Services. The
recommended method for configuring a SIP Line is to use the template associated with these Application Notes. The
template is a .xml file that can be used by IP Office Manager to create a SIP Line.

Some items relevant to a specific customer environment are not included in the template or may need to be

updated after the SIP Line is created. Examples include the following:

AW PR

IP addresses
SIP Trunk Registration Credentials
SIP URI entries
Setting of the Use Network Topology Info field on the Transport tab

Therefore, it is important that the SIP Line configuration be reviewed and updated if necessary after the SIP Line is
created via the template.

Also, the following SIP Line settings are not supported on Basic Edition:

= SIP Line — Originator number for forwarded and twinning calls

= Transport — Second Explicit DNS Server
= S|P Credentials — Registration Required

©2015 NEXTIVA, ALL RIGHTS RESERVED
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To create a SIP Line manually, right-click Line in the Navigation Pane, and select New > SIP Line.

Using SIP Line Templates
Step 1

Copy the template file to the computer where IP Office Manager is installed. Rename the template file
to US_Nextiva_SIPTrunk.xml. The file name is important in locating the proper template file in Step 5.

Step 2

Verify that template options are enabled in IP Office Manager. In IP Office Manager, navigate to File > Preferences.
In the IP Office Manager Preferences window that appears, select the Visual Preferences tab. Verify that the box is
checked next to Enable Template Options. Click OK.

L

| Preferences I Directories | Discovery | Visual Preferences | Security [ Validation |

Icon Size [Small V]
| [ Multiline Tabs
| [¥] Enable Template Optionsl

Step 3

Import the template into IP Office Manager. From IP Office Manager, select Tools > Import Templates in Manager.
This action will copy the template file into the IP Office template directory and make the template available in the IP
Office Manager pull-down menus in Step 5.

=  The default template location is C:\Program Files\Avaya\IP Office\Manager\Templates.

©2015 NEXTIVA, ALL RIGHTS RESERVED
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& Account Code (0)
W License (74)

4 Tunnel (0)

§5 User Rights (8)
‘¢ ARS (1)

8 Location (0)

# RAS Location Request (0)

| REFER Support
Incoming

Outgeing

Method for Session Refresh

Session Timer (seconds)

IP Offices = SIP Line - Line 17
=R BOOTP (3 (1P Line [Transport|SIP URI[VolP _[738 Fox[SP Credentiais
#-i+ Operator (3) b -
= DDEDOTO6530F Line Number 17 e
== r
: '1 ] MNew 4 I H3Z3 Line In Service &
U T4l )  Generate SIP Trunk Template IP DECT Line —_—
: ¢ ER Cu Ctrle X g VR Tee lw =
. - i
i SM Line Check 0035 L
A Co Che+C L
v @6 p: o SIP DECT Line ol Routing Method =
+ , Paste LtrlsV all Routin, o © Header x
g : = MNew SIP Trunk From Template "
7 Delete Ctr+Del T Originator number for 5203661749
: - i +  Validate forwarded and twinning calls
3\" Connect To... CerlsT Mame Priority System Default -
- [
ATl Liew fiow Jenpite (.Bmary) [D'wmion Header v] Caller ID from From header ]
. [ Export as Ternplate (Binary)
Il IP Route ) Asociation Method |By$ou«eiP address v| Send From In Clear

(Always

User-Agent and Server
Headers

Service Busy Response

Action en CAC Location Limit

Always

[Auto

On Demand

Media Connestion Preservation |Disabled

486 - Busy Here .2

In the pop-up window that appears (not shown), select the directory where the template file was copied in Step 1.

After the import is complete, a final import status pop-up window (not shown) will appear stating success or failure,
click OK (not shown) to continue. If preferred, this step may be skipped if the template file is copied directly to the IP
Office template directory.

Step 4

To create the SIP Trunk from the template, right-click on the Line in the Navigation Pane, then navigate to New >
New SIP Trunk From Template.

P

#-R BOOTP (3)
#-% Operator (3)
== ODED0TO6530F
=5 System (1)
<% DOEDOTOE
=19 Lime (3)
w1

2
~ [

File Edit View | Tools | Help

Extension Renummber...

#-%r Control Uni
+-4p Extension ra]

“f User(32)

- %§ Group (1)

+-8% Short Code (65)
@D Service (D)

H-aly RAS (1)

WAN Part (0)
@ Directory {0)
7 Time Profile (0)
D Firewall Profile (1)
M 1P Route )
am Account Code (0)
W License (74)
% Tunnel (0)
§5 User Rights (8)
“FARS (1)

+

&

+

i Location (0)

+ Incoming Call Route (2)

#* RAS Location Request (0)

SIP Line - Line 17

Line Renumber... =
ConneaTo.. PURI|voP_[138 Fx|SP Credentias
Export v 17 5
SCN Service User Management : -

btvoipdnsservers.com In Service ]
Busy on Held Validation -

URI Type sIp v]
MSNM Cenfiguration
Print Button Labels Check 005 il
Import Templates in Manager Call Routing Method To Header -
Country Code 1 Originater number for 5203661749

International Prefi
Send Caller ID

Association Method

[¥] REFER Support
Incoming

Outgeing

Methed for Sessien Refresh

Sessien Timer (seconds)

forwarded and twinning calls

Name Priority

[Diversien Header

- Caller ID from From header

[By Source IP address

[Anways

[amays

[Auto

= Send From In Clear

User-Agent and Server
Headers

Service Busy Response

Action en CAC Location Limit

On Demand

Media Connection Preservation | Disabled

Systern Default -

[ﬁ = Busy Here ']

4

Allgw Voicemail
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Step 5

In the subsequent Template Type Selection pop-up window, select United States from the Country pull-down menu
and select Nextiva from the Service Provider pull-down menu as shown below. These values correspond to parts of
the file name (US_Nextiva_SIPTrunk.xml) created in Step 1. Click Create new SIP Trunk to finish creating the trunk.

" Template Type Selection 7 ol S

United States (US English

(United States
Service Provider [Ne:d.iva [7] Display Al
|H | Create new SIP Trunk | Cancel Hl
Step 6

Once the SIP Line is created, verify the configuration of the SIP Line by using the information below in the SIP Line
Tab.

SIP Line - SIP Line Tab

On the SIP Line tab in the Details Pane, configure or verify the parameters as shown below.

Set ITSP Domain Name to pai.voipdnsservers.com, the domain name for Nextiva (FQDN).

Set Send Caller ID to Diversion header.

Verify REFER Support is checked (enabled). Set Incoming and Outgoing under REFER Support to Always.

Verify that In Service box is checked, the default value. This makes the trunk available to incoming and

outgoing calls.

5. Verify that Check OOS box is checked, the default value. Avaya IP Office will use the SIP OPTIONS method
to periodically check the SIP Line. The time between SIP OPTIONS sent by Avaya IP Office will use
the Binding Refresh Time for LAN2, as shown in System LAN 2 Tab.

6. Set the Call Routing Method to To Header.

7. Set the Originator number for forwarded and twinning calls to the SIP Username. This setting is required
for forwarded and twinned calls to be accepted by Nextiva. SIP Trunk registration credentials information
should be provided by Nextiva.

8. All other parameters should be set to default or according to customer requirements.

9. Click OK to commit (not shown).

P wnN e

IP Offices IE SIP Line - Line 17

- K BOOTP (3) SIPLinelTranspm|swum|\raiP [138 Fau|siP credentials
#-i Operator (3)

=-8 0EDOTUSSI0F Line Number 17 3
. -
9 DOEDOTO6530F |nsp Demain Name paivoipdnsserers.com | [1n Service |
&-1% Line @) §
& <= Cantrol Unit (4) URI Type [se -
#-4 Bxtension (37)
B User32) Prefix Check D05 £l
% Group (1) e
o 8% Short Code (65) National Prefix Call Routing Method [To Header -
@ service ()
Originator number for
- RAS (1) Country Code 1 forwarded and twinning calls 2202001749
Incaming Call Route (2)
WAN Pert (0) International Prefix Mame Pricrity System Default -
#m Directory (0) -
7 Time Profile (0) Send Caller ID lﬂmmun Header M Caller ID fram From header
@@ Firewall Prefile (1)
- [ill IP Route (6) Association Method lﬂyiou«:eip address - Send From In Clear
& Account Code (0) User-Agent and Server
W License (74) Headers
W Tunnel (0)
o3 User Rights (8) Service Busy Response 486 - Busy Here -
K ARS (1) ) N
# RAS Location Request (0) Action on CAC Location Limit | Allow Voicernail =
5 Location {0) [¥] REFER Support
Incoming Aways -
Outgeing [Always vl
Method for Session Refresh [Jluto -
Sesgion Timer (seconds) On Demand
Media Cennection Preservation [Diubled -
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SIP Line - Transport Tab

Select the Transport tab. Set or verify the parameters as shown below.

1. Leave the ITSP Proxy Address blank (IP Office will retrieve the ITSP Proxy Address using public DNS
queries).

2. Set Layer 4 Protocol to UDP.

3. Set Use Network Topology Info to LAN2, the network port used by the SIP line to access the far-end and
configured in Section System Information LAN 2 Tab.

. Set the Send Port to 5060.

5. Set Explicit DNS Server(s) to the IP addresses of the primary and secondary public DNS Servers used by the
enterprise. This information should be provided by the local ISP. IP Office will use public DNS queries with
the ITSP Domain Name provided above, under SIP Line Tab, then verify with Nextiva's public IP address.

6. Default values may be used for all other parameters.

7. Click OK to commit (not shown).

'l Avaya IP Office Manager 00E00706530F [9.0.300.941] [Administrator{Administrator)]
File Edit View Tools Help

IP Offices |z SIP Line - Line 17*
#-R BOOTP (3) SIP Lin] Transport|sip URI|VolP | 738 Fax| SIP Credentials
#-{# Operator (3) -
=1~ D0EQ0T06530F |]TSP Proxy Address ‘

-5 Sistem il)
7L I::!el(B) Network Configuration ' .
- 2 Layer 4 Protocol | UDP - Send Port 5060 &

-\ 17
= Control Unit (4) Use Network Topology Info | LAN 2 - 5060
4 Extension (37) _ -
i User32) Explicit DNS Server(s) 10 5 .26 .12 | 10 s . 153 . 242 |
%8 Group (1)
#-8% Short Code (65) Calls Route via Registrar [V
e Service (0)
-y RAS (1)
H S Incoming Call Route (2)
WAN Port (0)
== Directory (0)
£ Tirme Profile (0)
@ Firewall Profile (1)
[ 1P Route (6)
& Account Code (0)
W License (74)
W% Tunnel (0)
§4 User Rights (8)
‘€ ARS (1)
# RAS Location Request (0)
B8 Location (0)

+
*

'
+

Separate Registrar

o

+

=

o

NOTE: Screenshot may depict an incorrect DNS IP Addresses. Please read step 5 listed above for more information.

SIP Line - SIP URI Tab

Two SIP URI entries must be created to match each outgoing number that Avaya IP Office will send on this line and
incoming numbers that Avaya IP Office will accept on this line.

To set the SIP URI for outgoing numbers, select the SIP URI tab, then click the Add button and the New Channel area
will appear at the bottom of the pane. To edit an existing entry, click an entry in the list at the top, and click the Edit
button. The entry was created with the parameters shown below:

1. Set Local URI to the SIP Username. This is the user name credentials provided by Nextiva for SIP Trunk
registration purposes. This setting was required for user authentication/validation purpose. For user
authentication/validation purpose, Nextiva utilizes the content (number) in the “From” header of the
INVITE message, instead of the content (number) in the “PAI” header of the INVITE message.

Set Contact, Display Name and PAI to Use Internal Data.

Set Registration is set to 0: <None>.

Set Incoming Group to 0.

Set Outgoing Group to 17 (SIP Line number being used).

Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed using this SIP URI
pattern.

7. Click OK to commit.

o vk WwN
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h—

<2+ Control Unit (4)
-4 Extension (37)
§ User3)
-3 Group (1)
B Short Code [65)
@ Service (0]
-ally RAS (1)
@ Incoming Call Route (2)
g WAN Port (0)
s Directory (0)
~£7% Time Profile (0)
@ Firewall Profile (1)
-l IP Route (6)
- Account Code (0]
W License (74)
- Tunnel (0)
ﬂ‘. User Rights (8)
¢ ARS (1)
" RAS Location Request (0}
- Location (0)

IP Offices = SIP Line - Line 17
®-& BOOTP (3) SIP Line| Transport|SIP URI|volP [ 728 Fax|SIP Credentials
Operator (3)
00E00T06530F Channel Groups Via Local URI Contact Display Name PAI Credential Max Calls Add...
1 17 0 Al 0: <Mon... 10
Remove
Edit...

Max Calls per Channel

Edit Channel
Via 192168157.186
Local URI 5203661743
Contact Use Internal Data
Display Name Use Internal Data
PAT Use Internal Data
Registration 0: <None> -
Incoming Group 0
Qutgoing Group 17
10 =

To set the SIP URI for incoming numbers, select the SIP URI tab, then click the Add button and the New Channel area
will appear at the bottom of the pane. To edit an existing entry, click an entry in the list at the top, and click the Edit
button. The entry was created with the parameters shown below:

Set Local URI, Contact, Display Name and PAI to Use Internal Data.

Set Registration to 0: <None>.

Set Incoming Group to 17 (SIP Line number being used).

Set Outgoing Group to 0.

Set Max Calls per Channel to the number of simultaneous SIP calls that are allowed using this SIP URI
pattern.

Click OK to commit.

7. On the next screen that appears, click OK again to commit.

vk W

o

IP Offices I[= SIP Line - Line 17
&-& BOOTP (3) |S[P LinElTranspDr‘tl SIP URI 'JDIP |T38 FaxlS[P CrEdent\a|s|
{# Operator (3)
00ED0706530F Channel Groups Via Local URT Contact Display Name PAI Credential Max Calls Add...
r 1 17 0 il 0: <Non... 10
2 017 1.. 520366... 0: <Non... 10 [
Edit...
A Extension (37)
@ User (32)
i3 Group (1)
-@% Short Code (65)
@ Service (0)
ally RAS (1)
@ Incoming Call Route (2)
€2 WaN Port (0) Edit Channel
£ Time Profile (0) Via 192.168.157.186
@ Firewall Profile (1)
Il 1P Route (6) Local URT Use Internal Data - Eancel
= F! it Cod
- Licc(ei:'e-lt?él? =0 Contact Use Internal Data -
i Tunnel (0) . Use Internal Dat
§3 User Rights (8) Display Mame se Internal Data
- ARS (1) PAI Use Internal Data
+-a” RAS Location Request (0)
B8 Location (0) Registration 0: <Monex b
Incoming Group 17
Outgoing Group 0
Max Calls per Channel 10 =
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SIP Line - VoIP Tab

Select the VolP tab, to set the Voice over Internet Protocol parameters of the SIP line. Set or verify the parameters
as shown below.

1. For Codec Selection, select System Default from the pull-down menu to use the default list of codecs. A list
of the codecs in their current order of preference will be shown on the right in the Selected column. To
use a custom list of codecs instead, select Custom under Codec Selection. If Custom is used, move
unwanted codecs from the Selected column to the Unused column. Lastly, move the codecs up or down
the list in the Selected column to achieve the desired order of preference. The example below shows the
codecs used for the compliance test. Note that System Default Codec Selection was used. The list must
include G.711 ULAW, G.711ALAW and G.729(a) which are the codecs supported by Nextiva. Codecs are
listed in preferred codec order (from top to bottom).

Uncheck the VolP Silence Suppression box.

Uncheck Allow Direct Media Path and Force direct media with phones box. This setting was not tested.
Check the Re-invite Supported box.

Check the PRACK/100rel Supported box.

Set the Fax Transport Support to G.711.

Set the DTMF Support field to RFC2833. This directs Avaya IP Office to send DTMF tones using RTP events
messages as defined in RFC2833.

Default values may be used for all other parameters.

9. Click the OK to commit (not shown).

No vk wDN

®

IP Offices |E SIP Line - Line 17

- & BOOTP (3) [stP Line| Transport [ sip URI|VoIP | 738 Fax|SIP Credentials
Operator (3)
%27 D0EDOTO6530F [T VolP Silence Suppression

[7] Allow Direct Media Path

Codec Selection [System Default '] Re-invite Supported

[7] Codec Lockdown

-z Control Unit (4) G722 64K S G.711 ULAW 64K
A& Extension (37) 67231 6K3 MP-MLQ G711 ALAW 64K
f user32) G.729(a) 8K CS-ACELP
u Group (1) Force direct media with phones
~@% Shert Code (65)
-8 Service (0) <cx
“oly RAS (1)
e Incoming Call Route (2)
) wWaN Port (0)
- Directory (0)
-£1% Time Profile (0) EE
-8 Firewall Profile (1)
-lill 1P Route (6)
-8 Account Code (0) |FaxTran5port Support [G.?ll v]l
% License (74)
il Tunnel {0)
-§4 UserRights (8)
K ARS (1)
-~ RAS Location Request (0) |DTMF Support [RFCZBBB v”
- Location (0)

[] G711 Fax ECAN

Location [Cloud 'I

Call Initiation Timeout (5) 4 =

SIP Line - SIP Credentials Tab

Select the SIP Credentials tab, and then click the Add button to add the SIP Trunk registration credentials. Set the
parameters as show below.

1. Set User name to the Nextiva-provided SIP Username; the user name credential provided by Nextiva for
SIP Trunk registration (the user name has been masked for security reasons).

2. Set Authentication Name to the Nextiva-provided authentication name; the authentication name
credential provided by Nextiva for SIP Trunk registration.

3. Set Password to the Nextiva-provided authentication password; the password credential provided by
Nextiva for SIP Trunk registration.

4. Set Expiry (mins) to a value acceptable to the enterprise. This setting defines how often registration with
Nextiva is required following any previous registration. For the compliance, test 2 minutes was used.

5. Verify that Registration required is checked.

6. Click the OK to commit.
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IP Offices

|E:

SIP Line -Line 17*

=R BOOTP (3)
4+ Operator (3)
(=37 00E00706530F
=429 System (1)
%) D0E00T06530F

]

-4 Extension (37)
§ User32)
- Group (1)
-@% Short Code (85)
4B Service (0)
o RAS (1)
e Incoming Call Route (2]
~#8 WAM Port (0)
~~=m Directory (0)
£ Time Profile (0)
@ Firewall Profile (1)
-Jll IP Route (6)
-l Account Code (0)
% License (74)
i Tunnel (0)
ﬁ; User Rights (8)
¢ ARS (1)
- RAS Location Request (0)
- Location (0)

B-E-E-E-E

EB-E

&

EB-E

[SIP Line| Transport stP URI|valP |38 Fax|SIP Credentials |

2

Edit SIP Credentials

Registration required

User name 5203661749
Authentication Mame ANamel23
Contact

Password sssssnaseee
Expiry (mins) 2 z

Index UserMame Authentication Name Contact Expiry (mins) Register
5203661749 AMamel23

True

Add...

Remove

Edit...

Cancel

7 Outbound Call Routing

For outbound call routing, a combination of system short codes and Automatic Route Selection (ARS) entries are
used. With ARS, features like time-based routing criteria and alternate routing can be specified so that a call can re-
route automatically if the primary route or outgoing line group is not available. While detailed coverage of ARS is
beyond the scope of these Application Notes, and alternate routing was not used in the reference configuration, this
section includes some basic screen illustrations of the ARS settings used during the compliance testing.

Short Codes and Automatic Route Selection

To create a short code to be used for ARS, right-click on Short Code on the Navigation Pane and select New. The
screen below shows the short code 9N created (note that the semi-colon is not used here). In this case, when the
Avaya IP Office user dials 9 plus any number N, instead of being directed to a specific Line Group ID, the call is

directed to Line Group 50: Main, which is configurable via ARS.

1. Inthe Code field, enter the dial string, which will trigger this short code. In this case, 9N was used (note

that the semi-colon is not used here).

2. Set Feature to Dial. This is the action that the short code will perform.

3. Set Telephone Number to N. The value N represents the number dialed by the user after removing
the 9 prefix. This value is passed to ARS.

Set the Line Group ID to 50: Main to be directed to Line Group 50: Main, this is configurable via ARS.

5. Click the OK to commit (not shown).

IP Offices

#-K BOOTP (3)
+-¢# Operator (3)
» 00E00706530F
=2 System (1)
11 Line (3)
> Control Unit (4)
4 Extension (37)
f User(32)

Wk Group
=[9 Short Code (65)]
TR
9x *01

o [T ] o o ] )

m

= 9N: Dial
Short Code
Code 9N
Feature Dial -

Telephone Number N

Line Group ID 50: Main

Locale

Force Account Code
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The following screen shows the example ARS configuration for the route Main. Note the sequence of X’s used in the
Code column of the entries to specify the exact number of digits to be expected, following the access code and the
first set of digits on the string. This type of setting results in a much quicker response in the delivery of the call by IP
Office.

To create a short code to be used for ARS, select ARS > 50: Main on the Navigation Pane and click Add.

1. Inthe Code field, enter the dial string, which will trigger this short code. In this case, 1 followed by 10 X’s to
represent the exact number of digits.

2. Set Feature to Dial. This is the action that the short code will perform.

3. Set Telephone Number to 1N. The value N represents the additional number of digits dialed by the user
after dialing 1 (The 9 will be stripped off).

4. Set the Line Group ID to the Line Group number being used for the SIP Line, in this case Line Group ID
17 was used.

5. Set Locale to United States (US English).
6. Click OK to commit.

Edit Short Code
Code TOO00000K
Feature Dial -
Telephone Number N
Line Group 1D 17 -
Locale [United States (US English) |
Force Account Code ]

NOTE : Repeat the above procedure for additional dial patterns to be used by the enterprise to dial out from IP
Office.

The example highlighted below shows that for calls in the North American numbering plan, the user dialed 9,
followed by 1 and 10 digits (represented by 10 X’s). The 9 is stripped off, the remaining digits, including the 1, are
included in the SIP INVITE message IP Office sends to Nextiva.

'I”| Avaya IP Office Manager O0E00706530F [9.0.400.965] [Administrator{Administrater)]
File Edit View Tools Help

IP Offices = Main*

=K BOOTP (3) ARS
+ Operator (3)
EI-%57 00E00706530F ARS Route Id 50 Secondary Dial tone

-39 Systemn (1)
L
T‘ EI::t(ranjl Unit (4) Route Name Main

4 Extension (37)

a User (32) Dial Delay Time System Default (3J| = Check User Call Barring

2% Group (1)

% Short Code (65)
E ;Z’;'(‘le] o In Service Out of Senvice Route [<None> -
@ Incoming Call Route (2) l

- E WAN Port (0)
-~ Directory (0)

[SystemTonE -

(.“ Time Profile (Q) Time Profile <None> ey (JUt 0f Hours Route [<None> ']
-} Firewall Profile (1) l
-l 1P Route (8)
-l Account Code (D)
- % License (74) Code Telephone Number Feature Line Group ID - Add...
“‘ Tunnel (0) 911 911 Dial Emergency 0 B
= &y };;Z’g‘)ghts & DOLXOOOO0GGK 001N Dial 17 E
|: ¢ 50: Main BOKROHK 8N Dial 17 i
" RAS Location Request (0) LXCCOOCOX 1N Dial 17
53 Location (0) XK 6N Dial 17
OO 3N Dial 17
28X 28N Dial 17 S

20 ———— AhemateRoute <None> -
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8 User Configuration

Configure the SIP parameters for each user that will be placing and receiving calls via the SIP line defined in Section

5.4. To configure these settings, first navigate to User > Name in the Navigation Pane where Name is the name of
the user to be modified.

In the example below, the name of the user is Ext3040 H323. Select the SIP tab in the Details Pane (tab not shown).

The values entered for the SIP Name allow matching of the SIP URI for incoming calls without having to enter this
number as an explicit SIP URI for the SIP line.

=  The SIP Name and Contact are set to one of the DID numbers assigned to the enterprise by Nextiva.
The SIP Display Name (Alias) parameter can optionally be configured with a descriptive name.

If all calls involving this user and a SIP Line should be considered private, then the Anonymous box may be checked

to withhold the user’s information from the network. This can also be accomplished by activating Withhold Number
on H.323 Deskphones.

= (Click the OK to commit (not shown).

IP Offices 3

a BOOTP (3) | User |‘u’oicemai| | DMD | Short Codes | Source Mumbers | Telephony | Forwarding
i+ Operator (3)
=57 00E00706530F SIP Name 5203661749

! System (1)

1 Line (3 SIP Display MName (Alias) B3040 H323

= Control Unit (4)

- Extension (37) Contact 5203661749

----- r_RemotelManager [l Anonymous
b 3040 Ext3040 H323
----- g 3041 Ext3041 H323

9 Incoming Call Routes

An incoming call route maps inbound DID numbers on a specific line to internal extensions, hunt groups, short
codes, etc., within the IP Office system.

In a scenario like the one used for the compliance test, only one incoming route is needed, which allows any
incoming number arriving on the SIP trunk to reach any predefined extension in IP Office.

The routing decision for the call is based on the parameters previously configured for Call Routing Method and
SIP URI and the users SIP Name and Contact, already populated with the assigned Nextiva DID numbers. This
information is listed in the above sections.
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Incoming Call Route - Standard Tab

On the Standard tab of the Details pane, enter the parameters as shown below.

1. Set Bearer Capacity to Any Voice.
2. Set the Line Group ID to the incoming line group of the SIP line defined in the above section(s), in this case
Line Group ID 17 was used.
3. Default values can be used for all other fields.
Click OK to commit (not shown).
IP Offices = 17
“-R BOOTP (3) | Standard |Voice Recording l Destinations

4% Operator (3)
=% 00EQ0706530F

#4239 System (1) il i v
e Bearer Capability {A")f Voice
<< Control Unit (4) Line Group ID 17 v
-4 Extension (37)
w-§ User(32) Incoming Number
+-5@ Group (1)
#-9% Short Code (65) Incoming Sub Address
E :ir;"(cle) © Incoming CLI

1]+

=) ‘P":nbcng Call Route (2) Locale { ‘_]
(-1 Priority 1-Low v

-4 WAN Port (0)

-5 Directory (0) Tag
£ Time Profile (0)
il @ Firewall Profile (1) Hold Music Source {System Source "]

-l IP Route (6)

| Account Code (0)

W License (74)

@ Tunnel (0)

$3 User Rights (8)

‘€ ARS (1)
-« RAS Location Request (0)
i@ Location (0)

Ring Tone Override None -

Incoming Call Route - Destinations Tab

Under the Destinations tab, enter “.” for the Default Value. This setting will allow the call to be routed to any
destination with a value on its SIP Name field, entered on the SIP tab of the User, which matches the number
present on the user part of the “To” header on the incoming INVITE message received from Nextiva. Click OK to
commit (not shown).

IP Offices |E

a BOOTP (3) | Standard | Voice Recording | Destinations I
Operator (3)
-3 0DE00T06530F TimeProfile
55 System (1) » |DefaultValue
t-19 Line (3)

H-<2 Control Unit (4)
H-4 Extension (37)
H-§  User (32)

]u Group (1)

+-@% Short Code (65)
----- B Service [0)

Destination

e 0 O e B B e W

el
e

ER 7

----- $8 WAN Port ()

= Directory (0]

----- £1% Time Profile (0)
(-8 Firewall Profile (1)
&0-Jill IP Route ()

----- #m Account Code (0)
----- % License (74)

""" i Tunnel (0)

-fig User Rights (8)
= ARS (1)

----- « RAS Location Request (0)
""" & Location (0)
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20| Page

Navigate to File > Save Configuration in the menu bar at the top of the screen to save the configuration performed
in the preceding sections.

The following will appear, with either Merge or Immediate selected, based on the nature of the configuration
changes made since the last save.

Note: Clicking OK may cause a service disruption.

Click OK to proceed.

IP Office Settings
00E00706530F

Configuration Reboot Mode

() Merge
@ Immediate
() When Free
() Timed
Reboot Time

15:14

Call Barring

| ok || cance ||

Help
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